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In Brief
When to Remember and When to Forget: The 
Tension between Privacy and Social Utility
Thomas Vogl

As the quantity and persistence of  personally identifiable digital information increases 
year over year, there is growing tension between individual privacy and the social benefit 
of  information use. This essay explores one option for privacy protection, digital 
forgetting, and three arguments against this option based on observational study, 
paradigm, and selection bias. It concludes that there are strong policy related reasons to 
limit digital forgetting.

Average people walking down the street, buying a coffee with credit, 
texting their friends, tweeting, or checking their email and Facebook are 
generating incredible amounts of  digital data: real time location data, 
natural language data, temporal data, social media preferences, purchase 
history, consumer preferences, and maybe even caloric intake. This 
example may seem innocuous; however, it could be problematic. Take for 
instance a situation in which a person’s location is revealed on social 
media when they are supposed to be somewhere else, or one where a 
person writes something they will come to regret in a text, email, tweet, 
or Facebook post. While there are arguments to be made for protections 
on data produced by these digital activities, these same digital activities 
may also be producing valuable social information that can be aggregated 
and used to improve the human condition. In today’s data-driven 
environment, it might feel as if  once we have generated digital 
information, it is largely out of  our hands. We have already clicked (or 
failed to click) a check box, which allows the data to flow to a processor 
that will preserve the information indefinitely. In an earlier age, actions 
taken, or at least the evidence of  these actions, would have likely been 
forgotten over time. As the quantity and persistence of  personally
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identifiable digital information increases year over year, there is growing 
tension between individual privacy and the social benefit of  information 
use. This essay will explore one option for privacy protection – digital 
forgetting – and three arguments against this option based on 
observational study, paradigm, and selection bias. It concludes that there 
are strong policy-related reasons to limit digital forgetting.

In Viktor Mayer-Schönberger’s book Delete, he argues that a process of  
forgetting should be introduced for digitally stored information, except in 
a limited number of  circumstances. The introduction of  forgetting would 
take us from our current digitized state of  relatively inexpensive and 
easily retrievable information, to one that is closer to our natural human 
state, where memories fade and people can move beyond past errors, 
foibles, transgressions, and embarrassments. Mayer-Schönberger’s 
concern is that “[by] recalling forever each of  our errors and 
transgressions, digital memory rejects our human capacity to learn from 
them, to grow and to evolve” (2009, 125). Mayer-Schönberger points out 
that while digital memory may offer important benefits, such as online 
behaviour and reputation information or electronic medical records, it 
might not do so all of  the time (2009). Mayer-Schönberger worries that 
digital memory could be gamed or cause individuals to lose control of  
their stories through decontextualization and misinterpretation. 

Take for example digital medical records. Mayer-Schönberger argues that 
“[what] one doctor might have thought of  as a ‘troubling response’ to a 
particular therapy or medication, for example, may be described as a 
‘normal reaction’ by another, or even by the same person with a 
couple of  years of  extra experience,” and he goes on to say that 
“[perfect] remembering exposes us to filtering, selection, and 
interpretation challenges that forgetting has mostly shielded us from” 
(2009, 96). In a world without forgetting, any mistakes may pose lifelong 
challenges for an individual, and for this reason, there is merit in 
instituting a process to forget digital data.
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As a solution to these problems with digital memory, Mayer-Schönberger 
proposes to introduce forgetting to digital memory by adding 
expiration dates as a new piece of  meta-data within all digital files. In 
this way, individuals can limit the period that these digital files exist. This 
approach is similar to Alex Pentland’s ‘New Deal on Data’, which gives 
greater control over personal information to the individual, through 
rights to possess the data and choose how it is used, disposed of, or 
distributed (2009). However, Mayer-Schönberger’s introduction of  
forgetting has one feature that makes it more powerful: instead of  
current privacy rights and consent tools, which have the failing that 
“[once] I have passed on information to somebody else, I need to trust 
that person to keep my information confidential, but I have no direct 
control over it anymore” (2009, 133), in the case of  digital expiration 
dates, the individual knows that their information will eventually 
vanish, regardless of  who has possession of  the files. The expiration 
dates remain attached to the files even after they have been transferred 
from one individual to another. Mayer-Schönberger points out that 
“expiration dates suffer from a structural weakness,” unlike memories 
that gradually fade, “information remains accessible before the expiration 
date, and completely inaccessible thereafter” (2009, 192). 
Mayer-Schönberger justifies this weakness by stating that “over time most 
information loses its informational value” (2009, 171).  This assumes that 
by the time a file becomes inaccessible, it has probably lost its usefulness.

Mayer-Schönberger also recognizes a fundamental balance: “tensions will 
remain between an individual’s desire to forget and a society’s desire to 
remember (and vice versa)” (2009, 190). He states that:

Expiration dates let individuals decide how long they want 
information to be remembered. But societies have the 
power to override such individual decisions if  necessary – 
for example, by mandating information retention, and by 
maintaining libraries, archives, and other special institutions 
to preserve the information about a particularly important 
event in the past. Nothing of  this proposal would alter or 
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change that – except perhaps the need to make such 
information retention exceptions explicit and transparent. 
(2009, 190)

In the paragraphs that follow, three arguments against digital forgetting 
will further elucidate this tension between an individual’s desire for 
control and society’s desire for retention. In particular, they will 
demonstrate where society has a compelling policy rationale for 
preventing the deletion of  digital information.

Historical digital data can be used for observational studies to identify 
socially beneficial correlations that can be tested with more rigorous 
causally attributable medical, social science, or epidemiological studies, 
such as randomized control trials. If  data elements for individuals were to 
disappear, conducting these types of  studies would become more 
difficult or impossible. Take for example Sir Richard Doll’s 1955 study 
of  the mortality from lung cancer in asbestos workers. Doll notes that, 
“[since] 1935, records have been collected of  all the coroners’ 
necropsies on persons known to have been employed at a large asbestos 
works” (1955, 81). He also indicates that he compared “the mortality 
experienced by that section of  the male employees of  the works referred 
to above, who had worked for at least 20 years in ‘scheduled areas’, with 
the mortality recorded for all men in England and Wales” (1955, 82). 
Doll relied upon historical vital statistics, personal health information, 
and employment information to conduct his study and to draw 
conclusions.  If  these pieces of  information had expired before he was 
able to conduct this study, Doll would not have been able to demonstrate 
the connection between asbestos exposure and cancer. The 
asbestos-cancer relation is not the only epidemiological study that was 
made possible through the analysis of  historical records of  different 
kinds of  personal information. Gordis, Gold and Seltser give a number 
of  examples of  such studies, which were “sometimes conducted many 
years after the information was recorded” (1977, 165). These studies 
include the relationship between cigarette smoking and lung cancer, oral 
contraceptives and thromboembolism, and congenital malformations and



Volume 7, Issue 2 (Spring 2016)

   Public Policy and Governance Review  Public Policy and Governance Review 9

thalidomide use. With records that expire, researchers might not be able 
to gather the information they need to identify relationships relevant to 
public health and wellbeing.

In response to the argument about observational studies above, one 
could argue that if  we know the relevant information needed for a study, 
we can retain that data, but continue to apply expiry dates to other pieces 
of  information that are not needed for the study. The second 
argument for why society should not apply expiry dates to data is related 
to paradigm shifts. In Thomas Kuhn’s book The Structure of  Scientific 
Revolutions, he argues that scientific progress is not linear, but involves 
fundamental shifts in the way we interpret the world and its problems. 
While Kuhn focuses on paradigm shifts in physics, there have been 
paradigm shifts in other scientific fields. Take for example the shift from 
the miasma theory to the germ theory of  disease spread: under the mi-
asma theory, people believed that disease was spread from the noxious 
vapours emanating from decaying organic matter, while under the germ 
theory, people began to believe that disease was spread by 
micro-organisms (Susser & Bresnahan 2001). This fundamental shift in 
thinking helped with the control of  cholera in mid-19th century London, 
focusing people not on what they could smell, but instead on what could 
find its way into the water system. These paradigm shifts not only impact 
how we investigate solutions to problems, but they also might cause us to 
look at data sources that previously were not considered. Kuhn 
elaborates on this point, stating that “[what] occurs during a 
scientific revolution is not fully reducible to a reinterpretation of  
individual and stable data” (1962, 121). Instead data required for a new 
paradigm can differ from the data that was useful under the old 
paradigm. In the context of  data with expiration dates, even if  we could 
set up exceptions for certain types of  information, that information 
might only be valuable under contemporary paradigms. If  paradigms 
change and reveal new ways to interpret the world and address its 
problems, data that had been unused but available in the old paradigms 
and useful under the new paradigm may have already expired. This 
indicates that it is impossible to know ahead of  time what data elements
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will be most useful in these types of  studies because relevant contextual 
paradigms change and demand different existing data elements. What 
a theory of  paradigm shifts introduces to the debate is an inability to 
adequately decide what information will be relevant to exclude from an 
expiration requirement.

Finally, if  decisions about expiration dates are left in the hands of  
individuals there is a risk of  selection bias when researchers use this 
personal information. Individuals differ in their preferences and 
individuals that prefer short expiration dates might differ in their 
characteristics from those who prefer the default or longer expiration 
dates. Further, individuals, given the authority to set or negotiate the 
expiration dates for their own information, might choose shorter 
expiration dates for data, potentially preventing socially beneficial 
research. Michelle Kho and colleagues looked at selection bias in 
observational studies in which informed consent was required. The 
investigators found that “[significant] differences between participants 
and non-participants may threaten the validity of  results from 
observational studies that require consent for use of  data from 
medical records” (2009, 1). Choosing the length of  the period between 
the creation of  a digital file and its expiration date is similar in kind to 
written informed consent: some individuals will opt out, setting proximal 
expiration dates; others will not respond to research requests and allow 
their data to expire; a select few will actively choose to go along with a 
study, even if  the potential benefits of  the study far outweigh the burden 
on each individual. The risk to the validity of  any study reliant on data 
with expiration dates is that differences in key personal characteristics of  
participants and non-participants could bias the results.

While personal information is becoming ubiquitous, and greater efforts 
are being made to identify new ways to protect individual privacy, there 
remains a need to balance individual privacy against the needs of  
society. For certain types of  research, such as those intended to improve 
the human condition, privacy protection techniques that enable individual 
control over forgetting could limit the possibility, feasibility, and 
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reliability of  research studies.

Therefore, society has a compelling policy rationale to retain digital data 
about individuals for research for three key reasons: First, it is possible 
to conduct retrospective observational studies using the data. Second, if  
paradigms change, previously ignored data elements might suddenly 
become critical in solving a re-conceptualized problem (which would be 
impossible if  these data elements were discarded under the old 
paradigm). Third, selection bias can be avoided by ensuring that there is a 
complete data set and that data elements from specific groups of  
individuals who have characteristics relevant to the study have not 
disappeared. While we need to be careful about individual privacy, we 
also need to ensure that an individual’s personal information is available 
for use to improve society’s wellbeing.
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