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 Since 9/11, domestic anti-terrorism policies have struggled to balance civil liberties 

and national security. The Canadian approach to domestic anti-terrorism has relied 

heavily on the security certificate system, an immigration proceeding. This paper 

examines and evaluates the security certificate as a policy instrument using policy 

studies methods such as degrees of legitimate coercion and logic models. The 

evaluation of the security certificate finds that it is a non-functioning policy tool and 

fails at every point of the policy process. The paper will therefore recommend that 

security certificates should be abandoned in favour of the criminal justice system and 

the Anti-Terrorism Act. 

Introduction 

The Canadian security certificate has been continually relied upon as an important 

policy instrument within the government’s wider anti-terrorism arsenal. The security 

certificate system has been the most often-used and arguably, the primary domestic 

anti-terrorism legal tool. This paper seeks to analyze the security certificate system 

as a policy tool within the wider policy process and environment. However, it is first 

necessary to gain a descriptive knowledge of what a security certificate is, and the 

evolution that the tool has undergone over the years. The paper will then briefly 

examine the intersection of policy and law, which affects the security certificates 

instrument. As well, this paper will apply the traditional policy study theoretical 

framework of degrees of legitimate coercion to the security certificate process. 



 

The core predicament experienced with domestic anti-terrorism strategies in general, 

and the security certificate in particular, is finding a balance between two divergent, 

public goods: civil rights and national security. By combining the variables of degrees 

of legitimate coercion and civil rights versus national security, an experimental model 

can be created that can aid in the understanding of security certificates. The model is 

driven by public sentiment, and the wider security, political, and policy environment 

that is prevalent at any given time (See Figure 1.0 in Appendix 1 for example). 

The ultimate objective of this study is to discover the correct degree of legitimate 

coercion to be exercised by anti-terror policy and therefore achieve a national 

security-civil rights equilibrium. The paper will also evaluate security certificates from 

a policy process perspective to assess if it is an effective policy. To assist, a rough 

logic model of the security certificate will be used. The paper will find that security 

certificates are not an effective policy and that they suffer from policy design, 

implementation, and input failures. Therefore, the recommendation of the study will 

be to abandon security certificates as a policy tool and instead to rely on criminal law, 

more specifically the Anti-Terrorism Act, as Canada’s primary anti-terrorism legal 

instrument. 

The Security Certificate Process: Basic Facts and Evolution 

Before analyzing security certificates as a policy instrument within the wider policy 

process, it is first necessary to explain what security certificates are, the process 

upon which they are implemented, and their evolution. The Canadian security 

certificate process was originally established in 1978 as an amendment to the 

Immigration Act of 1976. Since 1991, 28 people have been issued security 

certificates, the majority of which (but not all), were due to terrorism-related 

accusations (Public Safety Canada 2009). There are currently no ongoing security 

certificates detentions. Security certificates seek the eventual removal from Canada 

of a “permanent resident or foreign national ... on grounds of security, violating 

human or international rights, serious criminality or organized criminality” (Canadian 

Parliament 2009). It is important to highlight the fact that security certificates are 

above all an immigration tool, designed to target non-Canadians, with the ultimate 

goal of deportation. 

The security certificate’s power emanates from the executive branch of government. 

In order for a security certificate to be issued, it must be signed by both the Minister 

of Public Safety and Emergency Preparedness and the Minister of Citizenship and 

Immigration (Canadian Parliament 2009). The ministers sign the security certificate 
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based on advice and intelligence gathered by the Canada Security Intelligence 

Service (CSIS). After the security certificate is issued the defendant is invariably 

detained, with the detention being subject to regular review by an adjudicator 

(Macklin 2009). The security certificate then takes precedence over all other 

immigration hearings. The security certificate must then be heard in a federal court 

for judicial review, to decide if the security certificate is reasonable. Section 78 of the 

Immigration and Refugee Protection Act (IRPA) sets the procedure for the court 

proceedings, which are held in complete secrecy, where special security-cleared 

judges can assess the validity of the evidence, without the presence of the defendant 

or his counsel. While the defendant is allowed to appear before the judge to defend 

himself, he is not allowed to hear the evidence or specifics of the allegations levied 

against him. These truly exceptional procedures are justified on the grounds of 

national security. After the judge reviews the security certificate and finds no reason 

to overturn it, the defendant is deported without delay (Macklin 2009). 

During the rise of Islamic extremism in the 1990s, and especially after September 11, 

2001, the security certificates became a central tool in the government’s anti-

terrorism strategy. This can be illustrated by the passing of IRPA in 2001, as direct 

response to the 9/11 terrorist acts. The IRPA superseded the Immigration Act of 

1976. The creation of the IRPA increased the power of the security certificates by 

lumping foreign nationals and permanent residents into the same category, whereas 

before only foreign nationals could be subject to security certificates.  The IRPA also 

“strengthens the security certificate process, including suspension or termination of a 

claim for protection, broader provisions on organized crime, elimination of appeals 

and streamlining the removal process” (Crepeau and Nakache 2006, 23) In essence, 

the IRPA’s effect on the security certificate process was to make it a more effective 

and efficient tool in the protection of national security. This was achieved by making it 

more all-encompassing, and eliminating procedural safeguards and bottlenecks. 

However, the clear drawback of this is its negative effect on civil liberties. 

However, the security certificate instrument has evolved over time. There were three 

main developments since the IRPA was passed: the decision on expulsion to risk of 

torture, the unconstitutionality of the tool, and the most recent demand for lifting the 

veil of secrecy. The issue of expulsion to the risk of torture was addressed in the 

2002 Supreme Court challenge, Suresh v. Canada. Expulsion that would result in a 

substantial risk of torture, besides being an ethical dilemma, is also contrary to Article 

3 of the United Nations Convention Against Torture, to which Canada is a party. The 

Supreme Court ruled that expulsion to the risk of torture is contrary to Section 7 of 

the Canadian Charter of Rights and Freedoms—the right to life, liberty and security, 
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in all but “exceptional circumstances.” While, this has never been practiced, the 

decision does leave a “notional door” open for the government, in extreme cases, to 

deport to the risk of torture (Macklin 2009).  

Another landmark decision in the security certificate process was the 2007 Canadian 

Supreme Court Ruling of Charkaoui v. Canada. Adil Charkaoui challenged the 

security certificate process on two issues: indefinite detention of defendants when 

they cannot be deported, and the secret trial by secret evidence. The judiciary ruled 

that the security certificate process was unconstitutional, maintaining that Sections 

33, 77 to 85 of the IRPA violated the Charter Sections 7, 9, 10 (Supreme Court of 

Canada 2007). These are under the legal rights section of the Charter (for Section 7 

see above). Section 9 is the right to not be arbitrarily detained, and the applicable 

subsections of Section 10 are that upon detention, “a) to be informed of the reason 

therefor” and “c) to have the validity of the detention determined by way of habeas 

corpus and to be released if the detention is not lawful” (The Canadian Charter of 

Rights and Freedoms). Here, it is important to note that the Charter treats Canadian 

citizens and non-citizens equally, for all but a few exceptions, like voting in an 

election. The Charter therefore applies to anyone within the sovereignty of the 

government of Canada. 

When legislation is deemed unconstitutional, the court gives the government an 

opportunity to amend the legislation to fit within constitutional bounds. This is the 

dialogue between the judiciary and the government that takes place in any 

functioning liberal democracy. The government’s answer to the unconstitutionality of 

security certificates was Bill C-3, which implemented special advocates into the 

process. Special advocates are lawyers independent of the government—these 

positions are designed to be a check and balance on the power of the security 

certificate. The special advocate’s role is to protect the interest of the defendant. By 

having security clearance, the special advocate has the benefit of seeing the secret 

evidence against the defendant. However, after seeing the evidence the special 

advocate’s communication with the defendant is overseen by standards set by the 

judge (Department of Justice 2009). With the advent of special advocates, security 

certificates were once again constitutional and a legitimate anti-terror policy 

instrument.  It is important to note that the special advocate solution was one of the 

recommendations handed down in the Charkaoui decision, based on the UK model. 

The most recent development occurred in October 2009 when a federal judge 

decided to drop the security certificate case against Charkaoui, with no chance for 

the government to appeal (The Montreal Gazette 2009). This was done after the 
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government was ordered to disclose key evidence to the defence and refused, 

bypassing the special advocate. This final evolution of the security certificate is 

widely believed by pundits to be the “death” of the security certificate. This is because 

the courts have gone above the special advocate provision and asked CSIS to 

provide the defendants with secret evidence that they claim may compromise 

informants, foreign intelligence agencies, and the trade-craft in general. 

Security Certificates and the Intersection of Law and Policy: Judicial 

Minimalism? 

Academics, before the most recent evolution and “death” of security certificates, have 

argued that the post-2001 developments have exemplified judicial minimalism and 

judicial political avoidance (Macklin 2009). They claim that leaving the “notional door” 

open to expulsion to torture and the Supreme Court’s recommendation of special 

advocates based on the UK model are insufficient compromises, and were the 

minimal steps needed to avoid unconstitutionality. The intention behind this was to 

avoid political controversy in the shadow of 9/11. However, these legal scholars did 

not have the benefit of including the most recent events into their analyses.  

With the ability to take into account all the developments up until present, it is clear 

that the evolution is not one of constant judicial minimalism and judicial political tip-

toeing, but a development of increasing judicial activism. The first major evolution, 

leaving a notional door open to expulsion with risk of torture, was clearly judicial 

minimalism and politically cautious, happening soon after 9/11 in 2002. This Supreme 

Court decision is very controversial; although no security certificate holder has been 

deported to risk of torture, it still theoretically allows the Canadian government not 

only to break the spirit of the Charter, but also international laws and agreements. 

The decision on expulsion to risk of torture not only kept the status quo, but legally 

opened up the possibility of expulsion to risk of torture when it might not have been 

attempted otherwise. 

 The next development in the declaration of security certificates being 

unconstitutional is more active and less politically sensitive than the previous 

decision. To declare legislation unconstitutional takes more than just minimal action, 

however, offering the government a way to keep evidence secret via the special 

advocates tempers the potential of judicial activism. The final decision in October 

2009 can be considered full-blown judicial activism. The court, by ordering the 

government to reveal secret evidence to the defence, has undermined the security 

certificate tool. This cannot be seen as judicial minimalism or political avoidance, but 
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as judicial activism, and public policy being dictated from the judge’s bench.  

Therefore, the evolution of the security certificate through court decisions is one of 

increasing judicial interference.  

The government was understandably upset with the judicial interference found in the 

October 2009 court case. Peter Van Loan, the Minister of Public Safety and 

Emergency Preparedness, sums up the government’s position: “he fears for the 

government's ability to fight terrorism in light of ‘an increasingly complex legal 

environment’ in which judges are no longer deferring to the government in its efforts 

to deport foreign suspects ... ‘It raises questions about whether we can protect 

national security and I can tell you I am concerned’” (Tibbetts 2009). This is an 

overarching philosophical question for public policy, governance, and legal studies: to 

what extent should the appointed judiciary interfere in public policy?  

Security Certificates, Legitimate Coercion, and the Civil Liberties-National 

Security Continuum: An Experimental Model   

 All policy in democratic governments use some form of legitimate coercion. The 

continuum of legitimate coercion is usually used to compare one form of policy tool to 

another. However, this paper will use it to show the evolution of the security 

certificate tool and some of the factors that drive policy: public opinion and the wider 

political and security atmosphere. The crux of the domestic anti-terrorism policy 

problem is the divergent public goods of national security and civil liberties, and how 

to properly balance these two principles. Both civil liberties and national security can 

be seen as two of the most basic and important objectives of a state, harkening back 

to the social contract. Civil liberties can be aligned with legitimacy whereas national 

security can be placed on the side of coercion (see Figure 1.0 in Appendix 1 for 

example). For instance, if a government’s anti-terror policy tools are too blunt and 

overly coercive in nature, either the legitimacy of those tools will be called into 

question by the judiciary’s interpretation of the constitution, or the government risks a 

slippery slope into an Orwellian state. Conversely, if governments err too heavily on 

the side of civil rights, rather than national security and secrecy, then a chink in the 

state’s security apparatus may be created, allowing for a terrorist attack to occur that 

might otherwise have been prevented. 

It is also important to note that degrees of legitimate coercion in the case of anti-

terrorism are not static, but fluid, relative, and dependent on context. Therefore, the 

mechanics of the model are that either the policy instrument can shift, as was seen in 

the evolution of the tool, or public sentiment or the environment surrounding the 
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instrument can shift. The former is usually precipitated by the latter. One can now run 

through the events that surround the evolution of the security certificate, using the 

model to aid in narrative. Nine-eleven is arguably the most influential focus event of 

our generation. This event shifted the continuum drastically toward the side of more 

coercion and public demand for more national security (Figure 1.2), with the tool 

initially staying the same, as it was widely seen as being more legitimate. In response 

to 9/11 the IRPA was passed which increased and streamlined the powers of the 

security certificate, making the tool more coercive (Figure 1.3).  

However, a few years after 9/11, the saliency of the focus event somewhat faded. As 

well, multiple mini-focus events and general public sentiment that anti-terror policies 

were being too coercive and infringing on civil liberties caused a slow continuous shift 

towards more demand for civil liberties, and less coercion. Such mini-focus events 

include multiple extraordinary rendition/torture cases like that of Maher Arar, events 

in the US since Obama’s inauguration such as CIA torture allegations (“torture-gate”) 

and the proposed closing of the Guantanamo prison. This continual shift of 

perception of the issue, away from more national security and coercion, is what led to 

the 2007 Canadian Supreme Court ruling of Charkaoui v. Canada. The judiciary ruled 

that the security certificate process was unconstitutional and therefore was deemed 

illegitimate coercion (Figure 1.4).  

The government responded with Bill C-3 and the special advocates, and once again 

security certificates were policy instruments using legitimate coercion (Figure 1.5). 

However, despite the special advocate model, there is still a continual push by public 

perception for more civil liberties. This eventually led to the most recent decision in 

October 2009, that the government must disclose secret documents to the defence. 

This decision made security certificates obsolete (Figure 1.6).  

The Government’s Use of Immigration Law and the Obsolescence of Security 

Certificates  

The incentive for government to use an immigration tool, like security certificates, as 

part of an anti-terror strategy is that immigration proceedings require a much lower 

standard of proof than criminal law. This allows for much less concrete forms of 

evidence to be admitted. Governments must only prove “reasonable suspicion” in an 

immigration case, while criminality is proven “beyond a reasonable doubt.” The end 

result from the government’s perspective is that under immigration law, the 

government can more easily win cases and therefore protect national security. With 

the most recent decision making the burden of proof and types of evidence allowable 
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more congruent with criminal law, security certificates are made obsolete. The 

obsolescence of security certificate is exemplified by the fact no new security 

certificates have been issued since 2006. This provokes some questions that will be 

dealt with in the recommendations section: with security certificate being de facto 

obsolete, does this leave a gap in the Canadian anti-terror policy arsenal? And does 

this therefore leave Canada’s security apparatus vulnerable to a terror attack?  

Security Certificates: An Evaluation  

To begin an evaluation it is necessary to look at the security certificate’s problem 

definition. A hypothetical problem definition for the current security certificate could 

be the following: the 9/11 terrorist attacks have brought to the fore the potential threat 

that foreign terrorists living in Canada hold for Canadian and international security. 

However, one can envisage that a hypothetical problem definition when the security 

certificate process was originally established in 1978 would have been much 

different. Therefore, the security certificate was an already existing instrument, and 

the government reverse-engineered the problem definition to fit the post-9/11 

context. While there is nothing intrinsically wrong with not having a strictly linear 

policy process, Pal writes, “Policymakers’ goals orient them toward certain problems 

they think need solving; expertise with a set of policy tools encourages one to seek 

out problems and goals that are consistent with what is achievable with the tools” 

(Pal 2010, 1112). There is something inherently problematic with resuscitating a 

policy instrument that has passed its expiration date. 

Many things have changed in the Canadian and international landscape since 1978. 

These developments have altered the international and domestic landscapes and 

have caused the security certificates to be an outmoded tool of policy in general, and 

a bad fit for anti-terrorism in particular. Maybe most importantly is that the greatest 

strategic threat to Canada and its allies in 1978 was not terrorism, but the the 

Communist threat and nuclear war, framed by the Cold War. Different strategic 

threats require a re-evaluation of tools used to counteract those threats. Along with 

the fall of Communism came globalization and with it, the flattening and shrinking of 

the world. This changed the way Canadians view “foreigners.” Globalization brought 

increased international travel and business, and more foreign citizens were living in 

large cities all over the world. As well, people are now more likely to consider 

themselves citizens of the world.  

On the domestic front, the proclamation of multiculturalism as a stated policy 

objective in the 1970s took some time, but it affected the way Canadians view 
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themselves. The Canadian Charter of Rights and Freedoms in 1982 also affected the 

way the government could interact with people under its sovereignty, and cemented 

the liberal democratic values of Canadians. Canada has signed many international 

treaties since 1978, most importantly for our discussion is the UN Convention Against 

Torture. The events from 1978 until present have changed the way Canadians view 

themselves and others, causing security certificates to become an outdated policy 

tool, which was applied to a problem definition it did not fit. It could then be argued 

that these developments since 1978 are the real cause of security certificates being 

deemed obsolete, not the court decision of October 2009. 

When evaluating a policy, a logic model helps in giving a visual representation of how 

a policy or program is supposed to work and therefore can aid in identifying how it 

achieves its objectives and where it fails to do so (see Figure 2.0 in Appendix 2). This 

study finds that security certificates fail at every level of the policy process. Security 

certificates are plagued by policy design failure, implementation failure, and an input 

failure. As well, all of these failures are mutually exclusive-- even if there was not a 

design failure there would still be an implementation failure.  

Firstly, security certificates suffer from a design failure. This is in addition, but related, 

to the above -stated issues with a reverse-engineered problem definition. Security 

certificates, if operating as designed, cannot attain their stated long-term objective of 

increasing the security of Canadians via the short-term objective of expulsion from 

Canada (see Figure 2.1). This is because in a globalized world, terrorists can be 

arguably more dangerous outside of a sovereign state. Terrorism flourishes in failed 

states. This is one of the main security-based arguments for continued support of the 

Afghan mission. If international forces were to leave, Afghanistan would return to 

being a failed state, creating a breeding ground for international terrorist networks. 

There is also empirical proof that upon expulsion suspected terrorists would continue 

their jihad. Recent reports have shown that 20 percent of former Guantanamo 

inmates have returned to fighting the west, and there are allegations that some ex-

Guantanamo inmates were involved in the attempted Christmas Day, 2009, bombing 

in Detroit (AFP 2010).  

Furthermore, the security certificate’s targeting of foreign terrorists is based on the 

9/11 model of terrorism, where foreign nationals infiltrated the US and committed 

terrorist actions. Since 9/11, home-grown terrorism has become an increasing threat. 

The 7/7 bombings in the UK first brought this to the world’s attention. The case of the 

Toronto 18 is an example of the home-grown terrorist threat in Canada. Therefore, 

the security certificate system, if working as designed in a globalized world with an 
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increasing threat of home-grown terror, at the very least makes Canada no more 

secure, and at the most could actually decrease Canadian security. 

Security certificates also represent an implementation failure. That is, security 

certificates cannot be properly implemented, as set out in the logic models. Due to 

the developments in post-1978 Canada, including the Charter, and the UN 

Convention Against Torture (despite the “notional door” in the Suresh v. Canada 

decision), no Canadian government will deport to risk of torture. Since many of the 

accused are nationals of states that practice torture, this leaves security certificate 

holders in a state of indefinite detention. This interrupts the flow of the logic model, 

not allowing the policy tool to move from detention to the short-run goal of 

deportation (see Figure 2.2). In this way, the policy’s implementation failure can be 

seen as a major cause of many of the court battles that have ensued around security 

certificates and one of the leading factors of the instrument’s obsolete status.  

Furthermore, this implementation failure has the human cost of indefinite detention, 

but an important part of any evaluation is material cost. A CBC report found that 

security certificate holde, Hassan Almrei's “continued detention was costing 

Canadian taxpayers about $2 million a year, excluding the $3.2-million cost of 

building the facility in 2006” (CBC News 2009). This is an extravagant cost for the 

implementation failure of indefinite detention, and excludes the court and 

parliamentary costs of wasted time debating this policy. 

Finally, there is the input failure. This can be seen as the most benign of all the 

failures. This input failure deals with CSIS’ lack of ability to build good legal cases, in 

general and specifically against targets of security certificates. CSIS’ judicial 

insufficiency of building strong cases blocks the flow of the logic model, such that 

security falls apart in court (see Figure 2.3). An example, of CSIS’ incapability is that 

CSIS “admitted it failed to disclose evidence that a confidential informant was 

‘deceptive’ when answering questions. A second source cited in the government's 

case against Hassan Almrei was not subjected to a lie-detector test, contrary to what 

the agency had claimed in court documents” (Toronto Star 2009). The essence of 

this issue is what CSIS’ role should be in protecting Canadians. Traditionally, CSIS 

was designed to collect intelligence, and aid in security and foreign policy. CSIS’ 

judicial experience has primarily only arisen post-9/11. Therefore an evaluation of 

security certificates, with the aid of a logic model, has concluded that security 

certificates suffer from policy design, implementation, and input failures. Thus, 

security certificates are an ineffective policy tool and should be scrapped. 

 
34Vol. 1, No. 2, Spring 2010 



 

Recommendations and Considerations 

The current security certificate system has clearly failed. This begs the question: 

what legal tool should the Canadian government use as its primary legal weapon 

against terrorists? There are four clearly foreseeable options.  

1. The government could try again to resuscitate the security certificate system 

by further liberalizing it, similar to Bill C-3.  

2. Canada could scrap security certificates as its primary anti-terrorist tool and 

instead utilize existing criminal law such as the Anti-Terrorism Act.  

3. The government could adapt or create some other non-criminal legal tool in 

its fight against terrorism, such as military courts (only useable for foreign 

terrorists).  

4. A possible fourth option is some kind of combination of the three other 

options, using criminal law as its principal legal tool against terrorism, and 

opting to use non-criminal law in extreme cases. This paper recommends 

that options 2 and 4 are the only real choices for Canada.  

This paper recommends that instead of prosecuting non-citizens under the IRPA, the 

government should use existing criminal legislation as its primary anti-terrorism legal 

instrument, specifically the Anti-Terrorism Act. By using criminal law the government 

can achieve the axiom of anti-terrorism law: achieving a civil liberty-national security 

equilibrium (see Figure 1.0). This is because criminal law in the common law tradition 

has centuries of precedent and experience in balancing the intersection of individual 

civil liberties and public rights (security) as perceived by the government of the day.  

The criminal system alleviates many of the problems that have plagued security 

certificates and at the same time keeps many of the sweeping powers that attracted 

governments to using immigration law. The Anti-Terrorism Act does not suffer from 

the same design failures as security certificate. This is largely due to the fact it was 

designed specifically to combat terrorism. As well, criminal law, unlike security 

certificates, has a clear path towards both its short-term and long-term goals. If 

convicted, a terrorist would spend a considerable amount of time in jail. In a 

Canadian prison it could be ensured that a convicted terrorist was no longer planning 

terrorist attacks, in contrast with a deportation regime. Detention could therefore 

ensure the long-term goal of keeping Canada more secure.  
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As well, when moving from the  IRPA to the Anti-Terrorism Act as its primary legal 

tool in fighting domestic terrorism, the government does not lose many of its powers 

in fighting terror. The Anti-Terrorism Act contains clauses that allow it to apply 

extraterritorially and therefore it covers terrorism-related activities abroad, by citizens 

and non-citizens alike. Maybe most importantly, the Anti-Terrorism Act, mimicking the 

security certificate’s immediate detention, “empowers a provincial court judge to 

impose a peace bond where reasonable grounds exist to believe that the person ‘will 

commit ... a terrorism offence’ (Macklin 2009, 11). Lastly, the criminal code still allows 

for the deportation of non-Canadians, if the judge and government so decide. The 

key here is that the government has options, and so can choose the best option for 

each individual scenario (to deport or incarcerate), instead of being forced into an 

ineffective short-term outcome. 

However, using just criminal law is by no means a silver bullet, and presents its own 

problems. If the government were to change its anti-terror legal policy to one reliant 

solely on criminal law, there are several considerations it must undertake. Most 

importantly, there are the issues of criminal law having a high burden of proof, and 

the disclosure of secret evidence to the defendant. However, these not entirely new 

problems. When governments prosecute organized crime, or home-grown terrorists, 

they face similar drawbacks. This is where the security certificate’s input failure 

comes in. The RCMP, compared to CSIS, is much more experienced in building solid 

criminal and legal cases, and therefore should be put at the forefront of the legal fight 

against terror. Meanwhile, CSIS should stay where the institution was intended to be, 

in the shadows, providing decision-makers with information on which to base foreign 

and security policy.   

This argument is echoed by the commissioner of the RCMP, William Elliot, who 

believes that law enforcement and criminal prosecution “will be the new paradigm of 

national security” (Ivison 2009). Moreover, the international nature of the intelligence 

needed to prosecute foreign terrorist suspects presents a further challenge to moving 

from immigration to criminal law. It is assumed that much of the intelligence that is 

collected on foreign terrorist suspects comes from foreign intelligence agencies, like 

CIA or MI6 (Ivison 2009). This intelligence is passed on with the strictest confidence 

that it will remain secret. Airing this secret information in court would surely break this 

confidence. However, there are provisions in the criminal code to protect confidential 

information and keep informers secure. The ultimate answer to exposing secret 

information in open criminal court is that the government must build as strong a case 

as it can within the bounds of criminal law. This will mean that along the way 
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prosecutors will have to make a risk-analysis decision on whether to admit certain 

evidence, whether it is kept confidential or not.   

Another issue, mainly philosophical, is whether terrorism is inherently a criminal act 

like all others. The presumable answer is no. Terrorism, as opposed to criminal acts, 

primarily has a political agenda. Most other crime has financial objectives, such as 

organized crime. This then becomes more problematic when dealing with foreigners, 

because they could be considered outside entities waging war on Canada. 

Conversely, creating a “war on terror” has problematic effects on civil liberties, 

strategic, and tactical objectives. Due to its problematic nature, “the war on terror” 

paradigm has since been largely discredited. Another ongoing debate regarding 

terrorism as criminality is being dealt with in one of the remaining security certificate’s 

bail hearings. This issue surrounds the government prosecutors’ assertion that “once 

a terrorist always a terrorist,” assuming indefinite recidivism (Freeze 2009). Or can 

terrorists, like other criminals, be rehabilitated?  

This question has a large impact on the long-term outcome of a criminal model for 

prosecuting terrorists. After the short-term goal of incarceration is achieved, would a 

paroled terrorist just go back to bomb-making? There are many examples of Islamic 

extremism rehabilitation programs, with varying results. The Saudis have been 

operating rehabilitation programs, and claim they are fairly successful, with 1,400 

participants since 2003 and a 2 percent known recidivism rate. However, one rehab 

graduate and former Guantanamo inmate, Al-Shihiri, is suspected in the 2007 

bombing of the US embassy in Yemen (Beam 2009). There is also a rehabilitation 

centre in Toronto, designed at the al-Noor Mosque. “The program, modeled on the 

Alcoholics Anonymous 12-step program, includes key steps such as finding common 

ground, ‘not fighting ground’ with other faiths; reconciling ‘dogmatic idealism with 

pragmatic realism’; actively fighting extremist ideology through ‘education, public 

speaking and writing’; and understanding the will of God, ‘who is Allah’” (Awad 2009). 

Any anti-terrorism policy, especially one relying on criminal law, must take into 

account a rehabilitation regime, both preventatively and as a reaction to terrorist 

convictions.  

Conclusion 

To conclude, this paper has looked at the Canadian security certificate process as a 

tool of anti-terrorism policy. After a descriptive section, detailing the process and 

evolution of security certificates, a model was utilized using the traditional policy 

study’s principle of degrees of legitimate coercion, to aid in analysis. This was 
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followed by an evaluation of security certificates using a logic model to add visual 

explanation. This paper found that security certificates are an ineffective policy tool 

and suffer from policy design, implementation, and input failures. To ameliorate this 

situation, the paper has recommended the use of criminal law, specifically the Anti-

Terrorism Act, as the government’s primary tool in combating both home-grown terror 

and non-Canadian terrorism. However, when shifting its use of policy tools, the paper 

offered several considerations that must be kept in mind. These include issues of 

intelligence secrecy, and terrorism rehabilitation programs. Domestic anti-terror policy 

is, and will continue to be, one of the most challenging policy issues of the 21st 

century. With that in mind, the Anti-Terrorism Act and criminal law is by no means a 

perfect solution. However, criminal law is a functional system, and arguably the 

lesser evil. 

In December 2009, in acknowledgement of the ineffective nature of the security 

certificate instrument, the Canadian government launched a formal review (The 

Canadian Press 2009).  While the development of the review shows the government 

has finally conceded the failure of their domestic anti-terrorism policy, it is unclear 

what the outcome of the review will be. If the government tries to resuscitate security 

certificates with another special advocates-type amendment, their attempt will most 

likely be futile. The failures inherent in the security certificate model are too 

pervasive. In a post-9/11, post-Arar environment, the Canadian government must 

create and implement a new functional domestic anti-terrorism policy that can respect 

civil liberties, and keep Canadians safe and secure.   
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